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INDUS Job Requisition

Job Requisition Number: 20170920E1

Job Title: Cybersecurity/Information Assurance Specialist Salary Range or Maximum: Negotiable

Work Location: Panama City, FL; Naval Surface Warfare Relocation Assistance: None
Center Panama City Division

Employment Type: Full-Time |Security Clearance: SECRET

Posted Date: 16 October 2017 [Closing Date: When Filled

Mandatory Skill Requirements (must have):
o Certified Information Systems Security Professional (CISSP).
Desired Skills/Experience:
e Ability to configure, secure, maintain and troubleshoot the following:
o Cisco ASA 5500x Firewall.
o Cisco Firepower Threat Defense.
o Cisco Catalyst L2 and L3 switches.
o Cisco ISR routers.
o IPsec and GRE tunnels.
o Multicast technologies.
e Ability to configure, secure and troubleshoot:
o Wireless radio technologies.
o ACAS NESSUS vulnerability scanner.
o Linux operating systems.
o Windows and/or Linux system administration.

e  Familiarity with McAfee HBSS server.

e Operating systems certifications e.g., Microsoft Certified Professional, CompTIA Linux+.

e  Familiarity with DOD tools, e.g. DISA Security Technical Implementation Guidance (STIG), DISA Security
Checklists.

Job Duties:

e Manage cybersecurity vulnerability tools and system security documentation.

e Perform cybersecurity services to include expert assessment of system security posture, system documentation
and methodologies, application and file security, security practices, hostile intrusion detection and prevention,
public key infrastructure and information assurance vulnerability and remediation.

e Install, configure, maintain and troubleshoot Cisco networking devices (Firewalls, routers, switches).

e Configure and maintain IPsec and GRE tunnels.

e Participate in technical meetings.

Education/Equivalent: Bachelor’s Degree in MIS, Computer Science or related field preferred, but will accept experience
in lieu of degree.

Travel Required: Ability to travel. Possible short trips from time to time.

Comments: Submit application online at https://industechnology.applicantpro.com/jobs/.



https://industechnology.applicantpro.com/jobs/

